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Abstract — The next-generation global network, known as the Internet of Things (IoT), is thought to connect all vital items
to improve and simplify people's lives. Even if it still is only a somewhat concrete idea, several pertinent ongoing studies
will make this design more widespread in the future. [oT makes use of ubiquitous computing, radio frequency identifica-
tion, mobile ad hoc networks, wired and wireless sensor networks etc. Before the 10T is extensively used, security and
privacy concerns should be considered and resolved due to the internet's inherent weaknesses and malicious cyber threats.
Two essential methods for preventing a computer, device, or network component from being accessed without authoriza-
tion are authentication and access control. Also, the security of internetworking shared data is a crucial problem that cannot
be ignored since such data contains a significant quantity of confidential and private information. The main goal of this
paper is to conduct a security assessment of authentication and access control as two central elements responsible for the
correct and reliable operation of IoT system in context of security. The paper starts with an overview of IoT's general his-
tory before moving on to the issues that IoT faces. Finally, the potential future research directions for extending current
security solutions will be highlighted.

Zusammenfassung — Das globale Netzwerk der ndchsten Generation, bekannt als Internet der Dinge (10T), soll alle wich-
tigen Elemente verbinden, um das Leben der Menschen zu verbessern und zu vereinfachen. Auch wenn es sich noch um
eine einigermalien konkrete Idee handelt, werden mehrere einschldgige laufende Studien dafiir sorgen, dass dieses Design
in Zukunft weiterverbreitet wird. Das IoT nutzt Ubiquitous Computing, Radiofrequenzidentifikation, mobile Ad-hoc-Netz-
werke, drahtgebundene und drahtlose Sensornetzwerke usw. Bevor das [oT umfassend genutzt wird, sollten Sicherheits-
und Datenschutzbedenken beriicksichtigt und aufgrund der inhdrenten Schwichen und boswilligen Cyberbedrohungen
des Internets gelost werden. Zwei wesentliche Methoden, um den unbefugten Zugriff auf einen Computer, ein Gerédt oder
eine Netzwerkkomponente zu verhindern, sind Authentifizierung und Zugriffskontrolle. Auch die Sicherheit gemeinsam
genutzter Daten im Internet stellt ein entscheidendes Problem dar, das nicht ignoriert werden darf, da diese Daten eine
erhebliche Menge vertraulicher und privater Informationen enthalten. Das Hauptziel dieses Beitrags besteht darin, eine
Sicherheitsbewertung der Authentifizierung und Zugangskontrolle als zwei zentrale Elemente durchzufiihren, die fiir den
korrekten und zuverldssigen Betrieb des loT-Systems im Sicherheitskontext verantwortlich sind. Der Beitrag beginnt mit
einem Uberblick iiber die allgemeine Geschichte des IoT, bevor es zu den Problemen geht, mit denen das IoT konfrontiert
ist. AbschlieSend werden mdgliche zukiinftige Forschungsrichtungen zur Erweiterung aktueller Sicherheitslosungen her-
vorgehoben.

I.  INTRODUCTION

change because of mobility. In addition, IoT systems are highly

heterogeneous with respect to the communication medium and

Internet of Things (IoT) is a global Internet-based informa- protocols, platforms, and devices [3].

tion service platform, while as a term it was coined by Kevin
Ashton in 1999. According [1], IoT is the network of physical
objects that contain embedded technology to communicate and
sense or interact with their internal states or the external envi-
ronment. Such physical objects may also be appliances which
play important roles in our daily life, and therefore security,
privacy and safety should be outstanding concerns for the ma-
kers of these devices and for their users. Broadly speaking,
one wants to be assured that use of such interconnected de-
vices will not risk harm to person or property. Industrial IoT
systems have also similar security requirements since nowa-
days millions of embedded devices are used in safety and se-
curity critical applications such as industrial control systems,
modern vehicles, and critical infrastructure [2]. IoT systems
are high security risks for several reasons. They do not have
well-defined perimeters, are highly dynamic, and continuously
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Authentication and access control are recognized as two key
mechanisms for addressing security and privacy problems in
computer networks and internet [4][5]. They can prevent unau-
thorized users from gaining access to resources and enable le-
gitimate users to access resources in an authorized manner. It's
crucial to make sure that only approved users or systems can
access the network and its resources to protect IoT devices and
the data they generate. Using a secure authentication protocol
like OAuth or OpenID Connect [5] is one technique to esta-
blish authentication and access control even in an IoT network.
With the help of these protocols, devices and users can log in
to the network and approve access to resources.

Role-based access control (RBAC) is a crucial component
of access control in an IoT network. This entails allocating va-
rious levels of access to various users or gadgets in accordance
with their functions and responsibilities within the network. A

109



typical user might only have access to some devices or data,
whereas an administrator might have complete access to all
devices and data.

Along with these precautions, it's critical to make sure that
any network-connected devices are adequately secured using
encryption and strong passwords. Regular network auditing
and monitoring can also aid in identifying and preventing il-
legal access.

In conclusion, putting robust authentication and access con-
trol procedures into place is essential for protecting an IoT
network's sensitive data and securing the infrastructure itself.

II. COMMON VULNERABILITIES IN IOT
NETWORKS

IoT networks have several potential flaws that attackers
could take advantage of [7][8]. These are a few of the most
typical:

«  Weak authentication and passwords: Default userna-
mes and passwords on IoT devices frequently may be
guessed or are well-known. Attackers can quickly ac-
cess these devices and the network by taking advantage
of lax authentication procedures.

« Unsecured communications: IoT devices frequently
communicate through open channels that are susceptib-
le to being eavesdropped on by hackers. This may result
in the loss of confidential information or the introduc-
tion of malicious software onto the network.

« IoT devices frequently rely on obsolete software that
may have known vulnerabilities due to a lack of soft-
ware upgrades or patching. Attackers may use these
weaknesses to compromise devices or gain access to
the network.

« Devices with insecure default setups are common on
the Internet of Things (IoT), making them vulnerable to
attack. Devices, for instance, can have open ports that
intruders can utilize to enter the network.

« Physical attacks: IoT equipment could be physically
susceptible to crimes like theft or tampering. Attackers
can utilize physical access to tamper with equipment
and compromise the network, or they can steal devices
to obtain access to data.

« Attacks using malware and ransomware: Malware and
ransomware can infect [oT devices and be used to con-
trol equipment, steal data, or demand ransom payments.

+ Distributed Denial-of-Service (DDoS) Attack: In this
type of attack, IoT networks could be targeted by thou-
sands of fake requests generated by controlled and
coordinated botnets to block or shut down the service
from other legitimate customers.

Strong security measures must be put in place to mitigate
these vulnerabilities, including reliable authentication proce-
dures, communication encryption, and regular software upgra-
des and patching. Regular security audits and penetration tests
can also aid in locating weaknesses and guaranteeing network
security.
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III. SECURITY MEASUREMENTS AND
AUTHENTICATION PROTOCOLS

IoT networks frequently employ several security mechanis-
ms, in addition to authentication and access control, to safe-
guard devices and data. Some of these actions consist of:

1. Sensitive data is protected via encryption, which turns it
into a code that can only be unlocked with a certain key.
To protect data both in transit and at rest, [oT networks
frequently use encryption.

2. Regular firmware updates can assist in addressing security
flaws and enhancing the general security of [oT devices. As
soon as these updates are made available, they should be
implemented.

3. Firewall: To monitor and manage incoming and outgoing
traffic to and from IoT devices, as well as to prevent un-
wanted access and assaults, a firewall can be utilized.

4. Physical security: Using tamper-resistant hardware or lock-
ing cabinets are two physical security techniques that can
help shield [oT devices from assaults.

IoT networks can be protected from a variety of threats by
deploying a variety of security measures, which can also assist
secure the security and privacy of users and their data. In IoT
networks, numerous authentication mechanisms are frequently
used, including:

« The open standard for permission known as OAuth
(Open permission) offers secure access to resources wi-
thout disclosing user credentials. It is frequently used in
IoT networks to give devices access to APIs or cloud-
based services.

«  OpenlD Connect: OAuth 2.0 is the foundation upon
which the OpenID Connect authentication protocol is
built. It offers an industry-standard method for IoT de-
vices to identify themselves to a server and collect user
data.

« TLS (Transport Layer Security) is a protocol that offers
secure internet connection. It is frequently used in IoT
networks to authenticate servers and clients and encrypt
data in transit.

« Tickets are used by the network authentication system
known as Kerberos to identify users and devices. It fre-
quently provides safe access management and authenti-
cation in enterprise loT networks.

« Security Assertion Markup Language, or SAML, is an
XML-based system that allows parties to exchange au-
thentication and authorization information. It frequent-
ly offers single sign-on (SSO) features in IoT networks.

« The networking protocol known as RADIUS (Remote
Authentication Dial-In User Service) offers centralized
authentication, authorization, and accounting manage-
ment for remote access. To safeguard access to wireless
networks, it is frequently used in IoT networks.

Layered security and access control can be provided in IoT
networks by combining these authentication mechanisms.
Many IoT networks safeguard their devices and data using one
or more of these authentication mechanisms. Here are a few
instances:
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« To authenticate devices and grant access to AWS ser-
vices like Amazon S3 and Amazon DynamoDB, Ama-
zon Web Services (AWS) IoT employs OAuth.

« Google Cloud IoT: Google Cloud IoT employs OAuth
to authorize access to Google Cloud Platform services
and TLS to encrypt data in transit and authenticate de-
vices.

*  Microsoft Azure IoT: Microsoft Azure IoT employs
OAuth to authorize access to Azure services and TLS
to protect device connections and authenticate devices.

« Philips Hue: OpenID Connect and TLS are used by
Philips Hue to authenticate users and grant access to
Hue services.

The overall goal of these IoT networks is to provide secure
access control and safeguard critical data from unauthorized
access.

IV. ASSESSMENT OF AUTHENTICATION OF
ACCESS CONTROL

The security of an IoT network must include access control
and authentication. IoT devices commonly handle critical sy-
stems or collect sensitive data because they are designed to be
connected to the internet. As a result, it is imperative to gua-
rantee that these systems can only be accessed by authorized
entities or individuals. Authentication is the process of confir-
ming a user's or a device's identity when they attempt to access
a system. To do this, several methods can be applied, including
passwords, biometric authentication, smart cards, tokens, or
certificates. An IoT network may employ authentication at dif-
ferent levels, including the device-level, communication-level,
and user-level levels.

Contrarily, access control describes the procedure of appro-
ving or rejecting access to a system or resource based on verified
identification. Different approaches, such as Role-Based Access
Control (RBAC), Attribute-Based Access Control (ABAC), or
Access Control Lists (ACLs), can be used to provide access
control.

5. Device-level authentication: To ensure that only author-
ized devices may access the network, IoT devices should
be authenticated using unique IDs and certificates. The de-
vice firmware can be verified using digital signatures dur-
ing boot-up utilizing secure boot methods, or hardware-
based security mechanisms like Trusted Platform Modules
(TPMs) can be used.

6. User-level authentication: Users using the IoT network
should also be authorized to use strong authentication
mechanisms, such as two-factor authentication or biometric
authentication, in addition to device-level authentication.

7. Communication-level authentication: It's crucial to make
sure that IoT devices' network communications with serv-
ers and one another are secure. Secure communication
methods like TLS, which encrypt data in transit and pro-
vide authentication of the conversing parties, can be used
to do this.

8. Access control policies: Access control policies specify
which IoT network resources can be accessed by which
users. As previously indicated, these policies can be im-
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plemented utilizing RBAC or ABAC techniques. To make
sure that access control policies are current and effective,
they should be evaluated frequently.

9. Risk assessment: By regularly conducting risk analyses, it
is possible to spot potential security threats in the IoT net-
work. A security breach's potential impact can be evaluated
along with the system's vulnerabilities and potential attack
routes.

10.Security monitoring and incident response: Consistent [oT
network monitoring can assist in identifying potential secu-
rity risks and lapses. Log analysis, intrusion detection, and
vulnerability scanning are a few examples of activities that
might be part of security monitoring. To guarantee that any

security events are addressed promptly and successfully, an
incident response strategy should also be in place.

11.In conclusion, access control and authentication are essen-
tial elements of safeguarding [oT networks. Organizations
can make sure that their IoT networks are safe and secure
by putting strong authentication systems, access control
policies, and security monitoring in place.

V. BEST PRACTICES FOR SECURING IOT

A complete strategy that combines technological, operatio-
nal, and organizational measures must be used to secure [oT
networks. Here are a few top recommendations for protecting
IoT networks:

+ Implement strong authentication methods: Strong au-
thentication methods can help prevent unauthorized ac-
cess to [oT devices and networks, including two-factor
authentication, biometric authentication, and certifica-
tes.

»  Encrypt communications when possible. Encrypting
communications between [oT devices and servers helps
guard against man-in-the-middle attacks and help pre-
vent data breaches.

» Consistently update software and firmware: Updating
software and firmware can boost IoT devices and net-
works' security by addressing identified vulnerabilities.

« Implement access control policies: In the IoT network,
access control policies like RBAC or ABAC can be
used to manage who has access to resources. This can
lessen the possible effects of a security breach and help
prevent unwanted access.

+ Conduct routine security audits: Routine security audits
and penetration testing can assist in finding potential
security holes in the IoT network and guarantee that se-
curity precautions are working properly.

»  Use firewalls and intrusion detection systems: These
tools can be used to track network traffic and find po-
tential security risks.

Organizations may strengthen the security of their IoT net-
works and guard against potential security threats by putting
these best practices into practice.
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VI. CONCLUSIONS

In conclusion, authentication and access control are critical
components of securing IoT networks. With the increasing
number of connected devices and the sensitive data they trans-
mit, it is crucial to ensure that only authorized users and devi-
ces have access to the network and its resources.

Authentication mechanisms like passwords, biometric au-
thentication, and two-factor authentication can help ensure that
only authorized users can access the network. Access control
mechanisms like firewalls, virtual private networks (VPNs),
and network segmentation can help ensure that only authorized
devices can access specific parts of the network.

However, it is important to note that IoT devices often have
limited processing power and memory, which can make it dif-
ficult to implement robust security measures on these devices.
Furthermore, convenience is frequently prioritized over securi-
ty in the design of [oT devices, which can lead to security gaps
that attackers may exploit. Strong IoT device authentication can
only be ensured by trustworthy device identity provisioning
techniques and data flows safeguarded by public key infrastruc-
ture. As a result, it's crucial to develop a multi-layered security
strategy that includes not only authentication and access control
but also encryption, intrusion detection and prevention, and fre-
quent security updates. Users should be informed about the best
practices for protecting their devices and networks, as human
error can frequently play a big part in security breaches.
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